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https://www.internetmatters.org/ 
 

 
young children (6-10) 

Early use of digital technology has been shown to improve language skills and promote children’s 
social development and creativity. But it’s not without risks for young children, who may come 
across inappropriate content or begin to copy what older children do online. 

Looking for resources for 6-10s? 
GO TO PAGE 

 
Habits 

children under 10 go online ¹ 

 
Interests 

of 7-11’s use some form of online communication ² 

 
Concerns 

of 7-11’s said mean comments stop them enjoying time online ³ 

Learn e-safety tips with our interactive video 
This video helps you understand what you can do to give young children the best experience of going online. 
The clickable links will lead you to more information. 
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Internet safety checklist for young children 
Agree boundaries 

Be clear what your child can and can’t do online – where they can use the internet, how much time they can 
spend online, the sites they can visit and the type of information they can share. Agree with your child when 
they can have a mobile phone or tablet. 

Explore together 
The best way to find out what your child is doing online is to ask them to tell you about what they do and what 
sites they like to visit. If they’re happy to, ask them to show you. Talk to them about being a good friend online. 

Put yourself in control 
Install parental controls on your home broadband and any internet-enabled devices. Set up a user account for 
your child on the main device they use and make sure other accounts in the household are password-protected 
so that younger children can’t access them by accident. 

Use airplane mode 
Use airplane mode on your devices when your child is using them so they can’t make any unapproved 
purchases or interact with anyone online without your knowledge. 

Stay involved 
Encourage them to use their tech devices in a communal area like the lounge or kitchen so you can keep an eye 
on how they’re using the internet and also share in their enjoyment. 

Talk to siblings 
It’s also a good idea to talk to any older children about what they’re doing online and what they show to 
younger children. Encourage them to be responsible and help keep their younger siblings safe. 

Search safely 
Use safe search engines such as Swiggle or Kids-search. You can save time by adding these to your 
‘Favourites’. Safe search settings can also be activated on Google and other search engines, as well 
as YouTube. 

Check if it’s suitable 
The age ratings that come with games, apps, films and social networks are a good guide to whether they’re 
suitable for your child. For example, the minimum age limit is 13 for several social networking sites, including 
Facebook and Instagram. Although sites aimed at under-10s like Moshi Monsters and Club Penguin also have 
social networking elements. 
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pre-teens (11-13) 

As children between the ages of 11 and 13 make the transition to a more independent stage with 
the move to secondary school, they become more confident internet users with more varied habits. 
Internet use can be hugely positive for children, but it’s vital to continue discussing online safety 
with them. 

Looking for resources for 11-13s? 
GO TO PAGE 

 
Access 

of 12-15 year-olds own a tablet ¹ 

 
Experiences 

children aged 11 to 12 who have a profile on a social networking site have had an upsetting experience on it ² 

 
Habits 

of children aged 10 to 13 use the internet for 3 hours or more a day ³ 

Learn e-safety tips with our interactive video 
This video will help you understand what you can do to give pre-teens the best experience of going online. The 
clickable links will lead you to more information. 
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Internet safety checklist for pre-teens 
Have free and frank discussions 

Encourage your child to talk to you about how they use the internet and show you what they do. Discuss with 
them the kinds of things they might come across. A good time to talk is when they get a new device or mention 
a new website. 

Manage their devices 
Encourage them to use their tech devices in a communal area such as the living room or kitchen and set up a 
user account for your child. If you think they aren’t old enough to have a mobile phone or tablet, stay firm and 
explain the reasons why. 

Put yourself in control 
Activate parental controls on your home broadband, all devices including mobile phones and games consoles. 
Safe search settings can also be activated on Google (and other search engines), YouTube and on entertainment 
sites like iTunes and iPlayer. 

Stay safe on the move 
Be aware that if your child is accessing the internet using public WiFi they may not have safety features active. 
Some providers are part of family friendly WiFi schemes with filters to block inappropriate content. Look out 
for friendly WiFi symbols like Mumsnet Family Friendly WiFi and RDI Friendly WiFi symbols when you’re 
out and about. 

Have an agreement 
Agree and set boundaries with them or have a family contract for their internet use, including when and where 
they can use portable devices and for how long, before they get used to doing their own thing. 

Start discussions about social networking early 
Talk to children about the benefits and risks of social networking before they join any sites. Let them know that 
anything they upload, email or message could stay around forever online. 

Keep private information private 
If your child does have a social networking profile, teach them to block or ignore people and how to set strict 
privacy settings. Request that you or someone you both trust becomes their ‘friend’ or ‘follower’ to check that 
conversations and posts are appropriate. 

Check age ratings 
The age ratings that come with games, apps, films and social networks are a good guide to whether they’re 
suitable for your child. For example, the age limit is 13 for several social networking sites including Facebook 
and Instagram. 
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teens (14+) 
As your child becomes a teenager, it’s likely the internet will be a part of their daily life. They’ll 
adapt quickly to new technology and use it to communicate, socialise and create. Most teenagers 
have access to the internet using a smartphone or tablet, and use a wide range of social networking 
sites as a vital part of their relationships with others. 

Looking for resources for 14+? 
SEE PAGE 

 
Relationships 

The average 12-15 year old has 272 social network friends ¹ 

 
Experience 

of teens have been asked for a sexual image or video of themselves ² 

 
Behaviour 

of 12-15 year-olds prefer to watch YouTube than TV ³ 

Watch e-safety tips with our interactive video 
This video helps you understand what you can do to give very teenagers the best experience of going online. 
The clickable links will lead you to more information. 
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Internet safety checklist for teens 
Stay involved 

Keep talking and stay interested in what they’re doing. Don’t be afraid to bring up challenging issues 
like sexting, pornography and cyberbullying. It could be embarrassing, but you’ll both benefit from the subjects 
being out in the open. 

Keep their information private 
Your child can set privacy settings on most social networking sites so that only close friends can search for 
them, tag them in a photograph or share what they’ve posted. 

Stay safe on the move 
Use safe settings on all mobile devices but be aware that if your child is accessing the internet using public 
WiFi, filters to block inappropriate content may not be active. Some outlets, like McDonald’s, are part of family 
friendly WiFi schemes so look out for Mumsnet Family Friendly WiFi and RDI Friendly WiFi symbols when 
you’re out and about. 

Be responsible 
Talk to your teenager about being responsible when they’re online. Children often feel they can say things 
online that they wouldn’t say face-to-face. Teach them to always have respect for themselves and others online. 

Talk about online reputation 
Let them know that anything they upload, email or message could stay around forever online. Remind them 
they should only do things online that they wouldn’t mind you, their teacher or a future employer seeing. Get 
them to think about creating a positive digital footprint. 

Adjust controls 
Discuss with them adjusting your parental controls to match your teenager’s level of maturity. Have a chat 
about it first – don’t turn them off completely without careful consideration and discussion. 

Show you trust them 
If you can afford to, give them a small allowance that they can use for spending online so they can 
download apps, music and films for themselves, from places you agree together. 

Don’t give in 
Remind them how important it is not to give in to peer pressure to send inappropriate comments or images. 
Point them to the Send this instead and Zipit apps which will help them deal with these types of requests. 
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Good website for children 
https://www.thinkuknow.co.uk 

 

 

Choose who you chat to 
•  I t 's  safer  to chat  to people you know in real  l i fe . 

•  I t 's  always  ok not  to reply.  I f  a  message makes you feel  
worr ied,  annoyed or  upset ,  don' t  reply and te l l  an adul t  you 
t rust .  

•  I f  someone you are chat t ing to is  being mean or  making 
you feel  uncomfortable,  te l l  an adul t  you t rust .  They wi l l  help 
you b lock and report  them so that  they can' t  contact  you again. 

 

 

Be careful what you share 
•  Think before you share:  who might  see your photo,  v ideo 

or  l ive stream? I t ’s  safest  just  to share your stuf f  wi th fami ly  
and f r iends you know in real  l i fe .  

•  I f  someone you don’ t  know in real  l i fe  asks you to share a 
photo or  v ideo or  go on camera,  don' t  reply,  and te l l  an adul t  
you t rust .  

•  Worr ied about something you’ve shared onl ine or  sent  to 
someone? Ask an adul t  you t rust  for  help.  
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•  What to do if you are concerned? 
 

https://www.ceop.police.uk/safety-centre/ 
 

 

Are you being bullied? 
If you are being bullied, or you are not ready to make a report to CEOP, you can talk to Childline 
anonymously online or on the phone - No worry is too big or too smal 

Are you worried about online sexual abuse or 
the way someone has been communicating 

with you online? 
Make a report to one of CEOP's Child Protection Advisors 

 

Should I make a report to CEOP?  
If you're worried about online abuse or the way someone has been communicating online, let 
CEOP know. 

 
 

What happens when I make a report?  
One of our experienced Child Protection Advisors will be there to make sure you get the help 
that you need. 
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How can CEOP help me?  
Online abuse affects many children and young people every day, CEOP has helped 
thousands of people in need of support. 

 

Make a report  

 


